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1.0  Purpose

This document outlines the general handling and definitions for the Prestige electronic back-up function.  The intention of this document is to provide a general outline and guide for the ensuring adequate back-ups, restores and storage of electronic data.

2.0 Scope 

This document pertains solely to electronic data stored on the company computer network or network enabled devices.

3.0 Documents

3.1 Associated Documents

3.2 Reference Documents

Not Applicable

4.0 Definitions

GFS – Grandfather, Father, Son Industry Standard Tape Rotation Cycle

iSCSI - is Internet SCSI (Small Computer System Interface), an Internet Protocol (IP)-based storage networking standard
DLT – 160GB Super DLT media

B2D – Backup to disk file
SAN – Storage Area Network a dedicated file server designed to be accessible through iSCSI or HBA connections

BACK-UP – a duplication of data, applications or operating systems intended as a    recoverable copy in the event of a disaster or inadvertent data loss

HIGHLY CONFIGURED DEVICE – any device that requires five (5) or more hours of configuration for normal operations

BACK-UP SELECTION – a folder or drive being backed up on a particular server

MEDIA DEVICE – storage device used in performing the back-up

NON-STANDARD BACK-UP SELECTION – back up selection housed on any networked devices excluding computer servers

PRESTIGE BACK-UP LOG – A physical log book containing pertinent information related to back-up and restore activity

BACK-UP AGENT – a network account used to facilitate back-ups

TEST RESTORE – procedure performed to check the validity of back-ups


BACK-UP LOG  – tracking report of performed back-up transactions 


BACK-UP SERVER – a computer used to perform back-up and restore operations 

SET MEMBERSHIP – Media belongs to one of three possible back-up types defined in the GFS schema

DATA OWNER – an employee that assumes ownership of data in a back-up selection

5.0 Background

SOP - ELECTRONIC BACKUP AND RECOVERY

This Standard Operating Procedure gives instruction for ensuring compliance with Policy 100.02 and for general guidance to perform tasks in Work Instruction 100.01

6.0  Responsibilities
IT Department personnel are responsible for complying with the structures outlined in this document.


The IT Department head holds authority related to Change Control Notices and compliance.

7.0  Training


IT Department Personnel will be trained to fulfill the requirements of this document.


Prestige Computer Users will be trained to properly use the electronic data back-up selections.

8.0 Procedure
8.1 Backups

       8.1.1 Equipment

Backup Server (ACCOUNTING01)

Celeros iSCSI Device (D393SAN02)

DLT VS160 Drive (inside a Quantum Superloader 3 robotic library)

DLTVS1-160 tape

8.1.2  Servers/GFS Sets:

ACCOUNTING01 has backup software installed and correctly configured and serves as the primary backup server for Prestige.

The Servers perform back-ups in the Grandfather\Father\Son rotation schema;



Grandfather
Monthly

Full Back-up
Overwritten Every 13th Month



Father

Weekly

Full Back-up
Overwritten Every 6th Week



Son

Daily

Full Back-up
Overwritten Every 8th day


Consequently the grandfather set consists of twelve (12) media devices, the father set consists of five (5) media devices and the Son set consists of four (4) media devices on each server.  Twenty-one (21) tapes are employed in the schema on each backup server.

8.1.3  Media Rotation
Backup to disk volumes (B2D) from the Son set are used to perform back-ups every night Monday through Thursday.  A DLT set from the Father set is used for the Weekly backup (Friday) and a DLT from the Grandfather set is used on the first business day on or after the last business day of every month.  A Grandfather back-up supercedes and replaces either a Son or Father back-up.

Example:  The last day of the month falls on a Saturday.  The grandfather tape is run on the next business day, Monday.  The usually Monday DLT, a selection from the Son set, is skipped for that week.

8.1.4 Media Identification

Media is identified as follows to reflect set membership outlined in section 8.1.1.  

SON – Named to reflect days of the week the B2D volume is used.

Monday        - 213 GB iSCSI drive partition on D393SAN02 (Celeros SAN)
Tuesday        - 213 GB iSCSI drive partition on D393SAN02 (Celeros SAN)
Wednesday  - 213 GB iSCSI drive partition on D393SAN02 (Celeros SAN)
Thursday      - 213 GB iSCSI drive partition on D393SAN02 (Celeros SAN)
FATHER – Named to reflect the week the tape is used according to GFS rotation

Friday 1
Two 90 GB DLTVS1-160 tapes 
Friday 2 
Two 90 GB DLTVS1-160 tapes
Friday 3 
Two 90 GB DLTVS1-160 tapes
Friday 4 
Two 90 GB DLTVS1-160 tapes
Friday 5 
Two 90 GB DLTVS1-160 tapes
GRANDFATHER 

January               - Two 90 GB DLTVS1-160 tapes
Feburary             - Two 90 GB DLTVS1-160 tapes
March                 - Two 90 GB DLTVS1-160 tapes
April                   - Two 90 GB DLTVS1-160 tapes
May                    - Two 90 GB DLTVS1-160 tapes
June                    - Two 90 GB DLTVS1-160 tapes
July                     - Two 90 GB DLTVS1-160 tapes
August                - Two 90 GB DLTVS1-160 tapes
September          - Two 90 GB DLTVS1-160 tapes
October              - Two 90 GB DLTVS1-160 tapes
November          - Two 90 GB DLTVS1-160 tapes
December          - Two 90 GB DLTVS1-160 tapes
B2D partitions of the Son set are named with the day of the week they are used for backups (Monday, Tuesday, etc...) and can be accessed from My Computer on ACCOUNTING01
Members of the Father set are identified numerically for five weeks (Friday 1, Friday 2 etc)

Members of the Grandfather set are identified with the name of the month they relate to (April, May).


8.1.5 Media Labeling


Media is labeled with the identified assigned in section 8.1.3 as well as the expiration date as assigned by the retirement schedule as established in section 8.1.6.

8.1.6 Back-up Monitoring

Back-up logging is enabled on all back-up servers.  These back-up logs are reviewed daily for pertinent information and recorded in the Prestige Back-Up Log.  Pertinent information related to back-ups is recorded in the Prestige Back-Up Log.  In the event of a failure the IT department head or a designee will be notified of the failure to ensure comprehensive disaster recovery measures.

8.1.7 Prestige Backup Log:

The Prestige back-up log provides a way to both track errors over long periods of time and a quick way to locate a back-up tape to be used in a restore procedure.  Below is an example of the backup log:

Field definitions are kept with the back-up log.  The Prestige back-up log is stored in a fire-proof filing cabinet overnight.



8.1.8  Media Storage

Media from the Father and Grandfather sets are stored at an off-site location.  The media is stored in secured, fire resistant locations and transported back to the company facilities as needed.  Media from the daily set reside on a fault tolerant SAN as B2D files  and the current media (next in line for use) from the Father and Grandfather sets are stored in a Fire Resistant Container at the Company facilities.



8.1.9  Media Retirement

Media is retired after a specific term of use to preserve a high level of integrity and quality in the devices.  The retirement schedule is based on recommended usage of the media devices by the Original Equipment Manufacturer.  The schedule is outlined here;

Set Membership

Duration of Use

Son Set


N/A
Father Set

3 years of use

Grandfather Set

5 years of use

IT maintains a schedule of media employed in the electronic back-up effort to maintain a record of media device term of service.   Field definitions are maintained with the schedule.

8.1.10 Standard Back-up selections
Back-up selections consist of data volumes stored on company computer servers.  The selections are determined by the IT department head or designee, published and made available for viewing to all Prestige employees.  The IT department assumes responsibility for maintaining a revision controlled document detailing the selections.  Prestige employees may request additions to the Standard back-up selections list at any time.  The revision controlled selection outline document is an IT internal document and selections may be modified at anytime at the discretion of the IT department head or designee.  Standard selections include enterprise databases including payroll, e-mail and ERP data.  

8.1.11 Non-standard Back-Up selections
Non-standard back-up selections include any data included in the electronic back-up system that is not stored on a company computer server.  The following criteria is used to evaluate the appropriateness and inclusion criteria for non-standard back-up selections;

1) Device containing data must be networked enabled and capable of standard Prestige network communications.

2) Meet at least of one of the following requirements

a) Selection contains configuration data for a highly configured device

b) Contains evaluation data related to production

The selections are determined by the IT department head, published and made available for viewing to all Prestige employees.  The IT department assumes responsibility for maintaining a revision controlled document detailing the selections.  Prestige employees may request additions to the non-standard back-up selections list at any time by completing a non-standard backup selection form and returning it to the IT Department personnel.  The appropriateness of the inclusion will be determined by the IT department.  The requesting department head assumes the responsibility of ensuring that their department personnel include the appropriate data in the non-standard back-up selection area.  The revision controlled selection outline document is an IT internal document and selections may be modified at anytime at the discretion of the IT department head.  

8.2 Data Recovery



8.2.1 General

Any data owner may request a restore of data from the electronic back-up system at any time.  The IT department does not maintain logs of restore activity. 


8.2.2.1 General

The IT department is required to perform periodic test restores of the system to ensure proper functioning.  The maximum interval between test restores is quarterly.  In addition, each test restore must contain records related to mission critical data.   Test restores must include at least one selection from each back-up server.



8.2.3 Enterprise Disaster Recovery
In the event of complete loss of any backed-up device or server due to a hardware failure, software corruption or a large scale disaster (e.g.:  destruction of the building) the following steps should be followed.  Repair or replace the equipment involved, reinstall all applications from the original installation media and then locate the last usable backup for that back up selection and restore the data.  
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